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Consent to ESS QCA Privacy Policy and Personal Data Protection Policy

E-Smart Systems d.o.o., which has been operating in the Republic of Serbia since 2000, providing a wide range of information technology services, in particular information security technologies, has since 2014 also provided qualified certification authority services in accordance with applicable legislation, and has been certified by the competent authorities of the Republic of Serbia under the registered name ESS QCA.
ESS QCA is committed to protecting the privacy and security of your personal data. The personal data we keep about you in our information and business system are intended exclusively for the processes of issuing and managing issued qualified certificates, with the aim of providing you with the highest level of quality of these services, in accordance with the law.
This document has been prepared to provide you with all necessary information related to the protection of privacy and security of your personal data. We reserve the right to periodically amend this policy, therefore please periodically check its current version on the portal https://essqca.e-smartsys.com, where you can also find contact details for further consultations if needed.

1. Principles of Personal Data Processing
The ESS QCA technical and business system incorporates best practices and information protection controls in processing which provide you, as our users, with:
· Transparent insight into the final set of your personal data required by ESS QCA processes for issuing and managing issued qualified certificates and the ways in which these data are processed, stored, protected, published, archived and destroyed within the system, in accordance with:
· Law on Personal Data Protection ("Official Gazette of RS", No. 87/2018)
· Law on Electronic Document, Electronic Identification and Trust Services in Electronic Business ("Official Gazette of RS", No. 94/17 and 52/21) and the accompanying by-laws.
· In order to ensure transparency, before recording data in the information system, ESS QCA obtains from you an application in which you state all personal data necessary to carry out the issuance process and identification in accordance with the law. Apart from these, no other data about you will be stored in the system.
· Protection of your personal data from the moment of entry into the ESS QCA system until the moment they are deleted, based on encryption mechanisms to protect confidentiality and an electronic signature mechanism to protect integrity and authenticity
· Deletion of your personal data related to the provided issuance service, upon expiry of the statutory retention period of 10 years after the expiry or revocation of your qualified certificate.


2. Personal Data We Collect and Process
The personal data we collect about you to ensure the process of issuing a qualified certificate for an electronic signature include:
· Your first and last name,
· Your email address,
· Your mobile phone number,
· The number of your identification document that will be used to identify you in the issuance process—if you have an identification document issued by the Ministry of Interior of the Republic of Serbia, or your passport number and issuing country if you are a foreign national,
· If the qualified electronic signature certificate is issued for the purpose of working on government portals, the following will also be collected:
· Unique Master Citizen Number (JMBG) if you are a citizen of the Republic of Serbia, or JMBG/EBS if you are a foreign national to whom the Republic of Serbia has issued an identification document with the same, or
· Passport number if you are a foreign national, and
· Passport expiry date, if you are a foreign national, since it will limit the validity period of your qualified electronic signature certificate.
· A copy of your identification document, in accordance with the regulations prescribed by the Law on Electronic Document, Electronic Identification and Trust Services in Electronic Business, which will be stored in the system in anonymized form and available exclusively for authorized checks,
· Delivery address for the PIN envelope, if it is not collected on the ESS QCA premises.
· The personal data we collect about you to ensure the process of issuing a qualified certificate for an electronic seal include:
· Your first and last name,
· Your mobile phone number,
· The number of your identification document with which you will be identified during the collection process.

3. How Personal Data Are Processed and Used within ESS QCA
Your personal data are stored in the ESS QCA information system exclusively in the databases of the registration and certification authority. Within these databases, the data are protected by mechanisms ensuring integrity, confidentiality and access control.
Personal data are available exclusively to our certified and authorized RA and CA operators via applications for user registration and issuance of qualified certificates in the business processes throughout the life cycle of qualified certificates.
Except for the mobile phone number, ID card number and the address to which the PIN envelope is sent, which are used to ensure the issuance process, all other stated personal data will be entered into the structure of the issued qualified electronic signature certificate directly or indirectly and thereby made available to all parties to whom you send a document/email signed with a qualified electronic signature certificate. The passport expiry date will be indirectly entered into the expiry date of the qualified electronic signature certificate for foreign nationals identified by passport who request a certificate for work with government, in accordance with the Law on Electronic Document, Electronic Identification and Trust Services in Electronic Business.
Through the certificate status verification service, ESS QCA does not make any of the aforementioned personal data available, except for the passport expiry date for foreign nationals when it corresponds to the certificate expiry date, in accordance with the Law on Electronic Document, Electronic Identification and Trust Services in Electronic Business.
Private data collected in the process of collecting qualified electronic seal certificates are stored in the databases only for audit purposes.
4. Legal Basis for the Collection and Processing of Personal Data
By the decision on entry in the Register of providers of qualified trust services No. 345-01–260/2018-12, ESS QCA is certified for the issuance of qualified certificates and, under the Law on Electronic Document, Electronic Identification and Trust Services in Electronic Business, is obliged, for the purposes of these activities, to collect, process and retain your personal data specified in Section 2 of this Policy.
5. Retention of Personal Data
Pursuant to Article 45 of the Law on Electronic Document, Electronic Identification and Trust Services in Electronic Business, ESS QCA is obliged to retain the complete set of your personal data related to the issuance process for the next 10 years from the date of termination of validity of the issued qualified certificate, regardless of whether the termination occurred due to expiry or revocation.
After the expiry of this period, your personal data will be automatically deleted from ESS QCA operational and audit databases.
6. Your Personal Data Protection Rights
Under the Law on Personal Data Protection ("Official Gazette of RS", No. 87/2018) you have certain rights related to the protection of your personal data, on the basis of which you may request detailed information on how such data are stored and processed within ESS QCA, in accordance with the Law on Electronic Document, Electronic Identification and Trust Services in Electronic Business. These rights include:
· Notification of personal data processing – automatic messages will be sent to your email and/or mobile phone during the processing of personal data and management of the qualified electronic signature certificate within ESS QCA.
· Termination of processing with deletion of personal data entered up to that point, in the period up to the moment before issuance of the qualified certificate.
· All other rights arising from the Law on Personal Data Protection.

Consent to Personal Data Processing
I                                     , by signing confirm that I have read the ESS QCA Privacy and Personal Data Protection Policy and give my consent that ESS QCA may collect and process my personal data in accordance with this policy and applicable laws and regulations.

Date and place 								             Signature
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