[image: ][image: ]	CONFIDENTIAL
© E-Smart Systems d.o.o.


	E-Smart Systems d.o.o. | Address: Kneza Višeslava 70a, 11030 Belgrade, Serbia | Certification Authority (ESS QCA) | Tel: 011 3050280, Fax: 011 3050222
E-mail: qca@e-smartsys.com  | Company registration no.: 17247565, Tax ID (PIB): 101833141, Business code: 6201

	

	This document is the property of E-Smart Systems d.o.o. which retains the rights belonging to it as the author. This document contains confidential information and its contents may not be copied or distributed in any way. The document may be used only for the purpose for which it was provided. By continuing to read this document, the recipient undertakes to maintain confidentiality and will not distribute the information in any written, electronic, or oral form.


	T-QCA-198


Šifra dokumenta

Contract No.:   dated:  
Pursuant to Article 30(1) and Article 41(2)(1) of the Law on Electronic Document, Electronic Identification and Trust Services in Electronic Business ("Official Gazette of the Republic of Serbia", Nos. 94/17 and 52/21) and the Regulation on the Conditions for Providing Qualified Trust Services, the contracting parties:
E-Smart Systems d.o.o., Kneza Višeslava 70a, Belgrade, Serbia, ESS QCA – E-Smart Systems d.o.o. Certification Authority, represented by an authorized RA Operator      holding Authorization No.   , authorized by ESS QCA to act as an RA Operator,
and

	First name
	 
	Last name
	 
	ID No/PassportNo
	 
	Phone number
	 
	Email
	 
	JIK
	 

(hereinafter: the Certificate User)
hereby enter into
Agreement on the Issuance and Use of a Qualified Certificate for Electronic Signature
- user -
General Provisions
Article 1.
ESS QCA – E-Smart Systems d.o.o. Certification Authority (hereinafter: ESS QCA), which is the issuer of a qualified certificate for electronic signature in accordance with the Law on Electronic Document, Electronic Identification and Trust Services in Electronic Business and the relevant by-laws (hereinafter: the Law), is accredited by the Decision of the Ministry of Trade, Tourism and Telecommunications No. 345-01-258/2019-12 dated 29 May 2019, i.e., by the Decision of the Ministry of Trade, Tourism and Telecommunications No. 345-01-260/2018-12 on entry into the Register of Qualified Trust Service Providers dated 7 May 2018.
ESS QCA defines the general rules for providing trust services (hereinafter: the General Rules) in accordance with the Law, which provide users with sufficient information based on which they can decide whether to accept the services and on the scope of services.
The General Rules are incorporated into the following documents:
1. Certificate Policy (CP)
2. Certification Practice Statement (CPS)
3. Privacy and Personal Data Protection Policy
4. General Terms and Conditions for the Provision of Trust Services.
The above documents are public and published on the ESS QCA website at:https://essqca.e-smartsys.com
Subject Matter of the Agreement
Article 2.
The subject of this Agreement is to regulate the mutual rights, obligations and responsibilities of the contracting parties in connection with the issuance and use of a qualified certificate for electronic signature of the ESS QCA Certification Authority (hereinafter: the Qualified Certificate for Electronic Signature).
A Qualified Certificate for Electronic Signature is issued to natural persons on media prescribed by the Law and with the structure prescribed by the Law.
Term
Article 3.
A Qualified Certificate for Electronic Signature is issued for a period of: up to one year, two years, three years, four years and five years. The validity period of the Qualified Certificate for Electronic Signature is defined in the request for the issuance of a Qualified Certificate for Electronic Signature, which forms an integral part of this Agreement.

Fees
Article 4.
The fee for issuing a new Qualified Certificate for Electronic Signature, if the previous one was revoked at the request of ESS QCA due to an error in the operation of ESS QCA, shall be borne by ESS QCA.
The fee for issuing a new Qualified Certificate for Electronic Signature, if the previous one was revoked at the request of the Subscriber or the User due to an error in the operation of ESS QCA, shall be borne by ESS QCA.
In all other cases, the fee for issuing a new Qualified Certificate shall be borne by the Subscriber or the User.
Obligations of ESS QCA
Article 5.
ESS QCA guarantees that it will implement all procedures defined by the Law, the Qualified Certificate Policy, the Certification Practice Statement, the Privacy and Personal Data Protection Policy and the General Terms and Conditions for the Provision of Trust Services published by ESS QCA.
ESS QCA provides financial resources for insurance against risks and liability for possible damage arising from the provision of certificate issuance services in accordance with the Law.
ESS QCA keeps an up-to-date, accurate and securely protected record of issued, revoked and suspended certificates.
ESS QCA ensures that each issued Qualified Certificate for Electronic Signature contains all required data in accordance with the Law.
Obligations of the User of the Qualified Certificate for Electronic Signature
Article 6.
When submitting the request, the User of the Qualified Certificate for Electronic Signature has been informed and, by signing this Agreement, confirms acceptance of all conditions and responsibilities in the issuance and use of the Qualified Certificate for Electronic Signature in accordance with the Law, the Qualified Certificate Policy, the Certification Practice Statement, the Privacy and Personal Data Protection Policy and the General Terms and Conditions for the Provision of Trust Services published by ESS QCA. By signing this Agreement, the User undertakes to cease use and to notify ESS QCA of any change to information previously provided, if such change causes the certificate to cease to be valid or if a risk of misuse of the Qualified Certificate for Electronic Signature arises.
Term and Termination
Article 7.
This Agreement enters into force on the day it is signed by the User of the Qualified Certificate for Electronic Signature. The Agreement remains in force throughout the entire validity period of the Qualified Certificate for Electronic Signature.
Limitation of Liability
Article 8.
ESS QCA does not accept any liability for damage arising from the use of a Qualified Certificate for Electronic Signature other than that defined by the Law, the Qualified Certificate Policy, the Certification Practice Statement, the Privacy and Personal Data Protection Policy and the General Terms and Conditions for the Provision of Trust Services published by ESS QCA.
Final Provisions
Article 9.
In the event of any disputes, the parties accept the jurisdiction of the Commercial Court in Belgrade.
Article 10.
For all matters not regulated by this Agreement, the provisions of the Law, the Qualified Certificate Policy, the Certification Practice Statement, the Privacy and Personal Data Protection Policy and the General Terms and Conditions for the Provision of Trust Services published by ESS QCA shall apply accordingly.
Article 11.
This Agreement is made in two counterparts, one for ESS QCA and the other for the User of the Qualified Certificate for Electronic Signature.

	User of the Qualified Certificate for Electronic Signature
	
	E-Smart Systems d.o.o. Belgrade

	
	
	 
	(signature)
	
	(in block letters) authorized RA Operator

	
	
	
	
	
	(signature)

	
	
	Authorization No.
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