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Request for issuance of a qualified certificate for electronic signature
	First name
	Last name
	ID type[footnoteRef:2] [2:  Identification document type: enter LK for ID card or temporary ID card, or PŠ for passport for foreign nationals. The specified document must be presented during identification.] 

	ID number[footnoteRef:3] [3:   Identification document number] 

	Passport expiry date[footnoteRef:4] [4:  Passport expiry date: Filled in only when the identification document is a passport and the certificate is issued for use in dealings with state authorities. In that case, the certificate validity may not exceed the passport validity.] 

	Country code of passport issuer[footnoteRef:5] [5:  Passport issuing country code: filled in only when the identification document is a passport.] 

	Mobile phone[footnoteRef:6] [6:  Mobile phone: is used to send the one-time activation code, which is required to activate the certificate. The mobile phone number must belong to a mobile network operator providing services in the territory of the Republic of Serbia.] 


	 	 	 	 	 	 	 
	E-mail[footnoteRef:7] [7:  E-mail: the specified e-mail address may be used to sign electronic mail for the specified account and will be included in the certificate. This e-mail address is also used to notify the user of important changes in the operation of the ESS QCA system.] 

	K1[footnoteRef:8] [8:  K1: QSCD packagecode - possible values are A1, A2 or A3.] 

	K2[footnoteRef:9] [9:  K2: certificatevalidity period in years - possible values are: 1, 2, 3, 4 or 5. For foreign nationals and when the certificate is used for communication with state authorities, the validity period may not exceed the passport validity. If the passport validity period is less than one year, enter value 1, butthe certificate validity is limitedby the passport expiry date. In other cases, enter the desired value which may not be longer than the passport validity period.] 

	K3[footnoteRef:10] [10:  K3: for communicationwith stateauthorities - ifchecked, the JMBG (Unique Master Citizen Number) or passport number will be taken from the identification documentand that data will be visible in the certificate body. If not checked, the certificate cannot be usedfor communication with state authorities.] 

	K4[footnoteRef:11] [11:  K4: the user is already registered within ESS QCA - if the user has or has had a qualified  electronic signature certificate issued by ESS QCA, check the box; otherwise leave blank.] 

	K5[footnoteRef:12] [12:  K5: changeof data in the certificate - this box is checked when a change of the certificate user's data is required, for example when changing the surname. Theexisting certificate will be automatically revoked.] 

	JIK[footnoteRef:13] [13:  JIK: unique user identifier  – 17-character code printed on the device. It must be completed if K4 or K5 is checked.
13 Date of request submission

] 


	 	 	 	☐	☐	☐	 
	Certificate delivery address:
	☐Personal pick-up same day
	☐To address

	Street and number
	 
	City
	 
	Postal code
	 

By signing this request, the applicant acknowledges and agrees with the terms and conditions for issuing and using a qualified certificate for electronic signature described on the reverse side of this request.
	Date13
	 
	
	
	

	  Place 
	 	
	Signature
	




Basic terms:
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A qualified certificate for electronic signature is an electronic certificate issued by a certification authority for issuing qualified certificates for electronic signature and containing the data prescribed by law.
A qualified certificate for electronic signature and the corresponding private cryptographic key are used for qualified electronic signing of files or messages and for user authentication. A qualified certificate for electronic signature meets the conditions established by law by reliably guaranteeing the identity of the signer, the integrity of electronic documents, and preventing subsequent repudiation of responsibility for their content.
Use:
The user's private cryptographic key is used to create a qualified electronic signature, and the qualified certificate is used to verify it.
Prohibited use:
The user is obliged to become familiar with the terms of use and issuance of qualified certificates for electronic signature contained in the CP and CPS documents, as well as with the Privacy and Personal Data Protection Policy, which are published on the website
https://essqca.e-smartsys.com. Any use of a qualified certificate for electronic signature that is not in accordance with the provisions of the stated documents, as well as the provisions of the Law on Electronic Document, Electronic Identification and Trust Services in Electronic Business, is not permitted.
Issuance conditions:
1. If the certificate user is a natural person who is a member of a legal entity:
· The Subscriber has given consent and arranged payment of the issuance fee
· The applicant has familiarized themselves with the ESS QCA Privacy and Personal Data Protection Policy, arrived for identification upon invitation, and met the identification requirements
· After familiarizing themselves with the conditions, the applicant signed consent to the privacy and personal data protection policy and the issuance request.
2. If the certificate user is a natural person who is not a member of a legal entity:
· The applicant has arranged payment of the issuance fee and familiarized themselves with the ESS QCA Privacy and Personal Data Protection Policy
· After familiarizing themselves with the conditions, the applicant signed consent to the privacy and personal data protection policy and the issuance request.
Collection:
The request specifies the address for collection of the QSCD device and PIN envelope. Personal presence is mandatory upon handover, and the user agreement and handover confirmation are signed at that time. The QSCD device and the PIN envelope contain the printed Unique User Identifier (JIK).




Activation:
Upon issuance of the qualified certificate for electronic signature, it is suspended and the user is notified by SMS of a One-Time Activation Code (JAK) used to activate the qualified certificate for electronic signature.
Activation is performed via the website https://essqca.e-smartsys.com. Enter the JIK and JAK. If the activation code is entered correctly, within 24 hours the user receives an SMS and e-mail confirming that certificate activation was successful.
Use:
By using the PIN code from the PIN envelope, the user accesses the private key on their QSCD device.
Management:
The user has the right to request: revocation or suspension of their qualified certificate for electronic signature, as well as unblocking of the QSCD device, free of charge.
If the certificate user is a natural person who is a member of a legal entity, a request for re-issuance of the certificate may be submitted with the Subscriber's consent, with the fee arranged by the Subscriber. If the certificate user is a natural person who is not a member of a legal entity, a request for re-issuance of the certificate may be submitted personally, with payment of the issuance fee. A request for re-issuance of the certificate may be processed within 30 days before the existing certificate expires. In this case, the existing certificate will remain valid until its expiry, and the newly issued certificate becomes valid from the moment of activation. A request for re-issuance of the certificate outside of these 30 days is processed by revoking the existing certificate, and the newly issued one may be used from the date of activation.
The user is obliged to submit a request to change the data used in the registration process if that data has changed. A change of first name, last name, e-mail address, personal identification number (JMBG) and passport number (if the passport was used in the identification process and the certificate is used for work with government authorities) results in revocation of the existing certificate. If a new certificate is desired, a request to change data is initiated by the Subscriber through consent to issue a new certificate if the certificate user is a natural person who is a member of a legal entity. If the certificate user is a natural person who is not a member of a legal entity, the request is submitted by the user personally. If a new certificate is not desired, the user submits a request for revocation due to the change of data.
Technological aspects:
It is recommended to change the initial PIN code after the first use. PIN change is performed via the QCA QSCD Manager application. After 3 (three) incorrect PIN entries, the QSCD device is blocked. The user can unblock it independently via the same QCA QSCD Manager application or at the RA office.
The minimum PIN length is 8 characters and the maximum is 12.
Giving the PIN code and QSCD device to another person is the same as giving a blank sheet of paper with your handwritten signature!
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